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Securing Decision Support Software

Introduction

Security in Decision Support Software (DSS) is separate and maintained outside the Logos.NET
application. Microsoft Analysis Services strictly uses role-based Windows Authentication to control
access to Analysis Services databases and the data within each Cube. The granularity of data access can
be fine-tuned from the entire database to individual data elements.

DSS Server Role
First, open Microsoft SQL Server Management Studio and select Analysis Services as the Server type.
Select or type the server where DSS is installed and click Connect.

E! Connect to Server
ﬁ Microsoft®
SQL Server2008r2
Server type: I.-’-'-.nal_l,lsis Services j
Server name; IIDcthDsﬂ j
Authentication: IWindDws Authentication j
|zer namme: ILDGDSSDBEkﬁ.dministratnr j
Fazzwiord: I

[T EBemember pazsword

Connect I Cancel Help Optiohs >

Once you’ve connected to Analysis Services, right-click on the server name itself and choose Properties.
There are three options on the left: General, Language/Collation, and Security. Choose Security to add

a user or group to the Server role.
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Server-level security includes a si

users’.

E Analysis Server Properties

ngle server-level role, which provides complete SSAS access to assigned

5 Serpt = [ Help

I

Server:
localhost

Connection:
MW S Edwanrds Michael

1!9 View connection properties

Ready

by

The server role is used to grant server-wide security privileges to a user.

Members of server role

NT Users and Groups

There are two important things to remember when using the Server role:

The server role provides

complete access to the features and functionality of the entire SSAS

Instance; including data and processing.

Users who are members

of the local administrators group on the same server as the SSAS

instance are included in the server role automatically even though the local administrator group

does not appear on the s

erver role list.

! Source: http://technet.microsoft.com/en-us/library/cc304417.aspx#
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Create Role

To create a role for a specific Analysis Services database, expand the Databases folder, expand the Roles
folder, and right-click on the Roles folder and select New Role.

Object Explorer

Connect = | & 2]
= /B localhost (Microsoft Analysis Server 9.00,4207.00 -
= [ Databases
|3 Adventure Works DW
|3 HRBudgetPosition
|3 LogosCD_Analytics
= | {7 LogosFM_Analytics
[ Data Sources
[ Data Source Views
3 Cubes
[ Dimensions
[ Mining Structures
=0
?‘,.ﬁ.[ Mew Role... %_
[ Assen

|3 LogosHR | Reports g

[ LogosUT_ Refresh
[ Assemblies

Once you have created the new role, give the role a name and description. There are three checkboxes
that control database permissions for the role’:

Full control (Administrator) Assignment to the Full control role gives complete access to the
database, including data, schema, processing, and operations. Administrators can also manage
security roles.

Process database The Process database role allows SSAS processing. This means a user can be
limited to processing the database in which the role is created. However, this option does not
give a user read access to the data or definition; read access must be assigned separately.

Read definition The Read definition role lets a role member see the full definition of a database;
it does not allow a user to have data-access rights or processing rights.

We are creating a role to access data only, so in our case we will not check any of these options.

2 Source: http://technet.microsoft.com/en-us/library/cc304417.aspx#
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¢+ Create Hole

Selecta page )
5 Gonerd 8 Serpt - [ Help
1 Membership
% Data S
ﬁ = =oure=s The database role defines a category of users and groups that have the same permissions on the
! Cubes database
A Cell Data ’
4 Dimensions
A Dimension Data Bole name: Restricted
2 Mining Structures
Role description: Bxample role to demonstrate how to set access to different

levels of data

[

Set the database permissions for this role:
[] Full cortrol { Administrator )}
[] Process database

[] Read definition

Server:
localhost

Connection:
NW54Edwards Michael

i@ View connection properties

Ready

| ok || cance |
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Adding Users / Groups

To add a user and/or group to this role, click on the Membership page and click on Add.

21 Create Role

Select Users or Groups

Select thiz object type:

ILIsers or Built-in zecurity principals

From this location:

Object Types..

ILDGDSSDB2

Enter the object names to zelect [examples):

LOGOSS DB dministr atar|

Advanced... |

o]

Locations. ..

LCheck Mames

8

Cancel

lleges in all the Analysiz Services objects

Connection

Server
lozalhost

Connechion:
LOGOSSDE2 Administrator

_-1# Wigw connection properties

Ready

Add... Hemoyve |

OF. | Cancel |

A

You may have to click on Locations to select the correct domain. Type in names or groups, and click on

Check Names to validate the names. Click on OK to finish adding users/groups.
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Data Sources

The Data Sources page controls access to the data source for the DSS database. In the Logos
Architecture, we do not need to provide access to the data source, as the final data is stored within the
DSS database. We can leave this as-is.

#3 Lreate Hole

26 Seript [ Help

Data Source:

ﬁ Cell Data Data Source Name Access Read Defintion

ﬁ Dimensions E
DataMart PN
2 Dimension Data Logos Data i None N

ﬁ Mining Structures

Server:

EDWARDSMICHAEL

Connection:
MW S"Edwards Michael

i@ View connection properties

Ready
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Cubes

Access must be granted to this role for each appropriate cube. For cubes that are given access, select

Read access, as at this time we are not allowing write-backs to the database.

#9 Create Role

Select ':_S Scrpt - m Help

5 General

1 Membership

s

= E:'tjaefuur:es Cube:

%A CallData Cuibee: M arme | Access | Local Cube/Drillthrow. . | Process |

E}' Dimenzions Annual Budgeting Mone Mone I~

f Di_m_ensiu:nn Data AP [nvnice Hane Hane r

f Mining Structures Aasets Mone Mone r
Contracts Nare Nare I
Government Repaorting Mohe Mok I~
General Ledger Wone "l Mane I
Irveentary Mone I~
Mizcellaneous Biling Head : Hane I
Purchasing Mone I~
Revenue Collection MHaone Hane I
otk Orders W are W are -

Server

localhost

Connection:

LOGOS5DE 24Administrator

2¢ Miew connection properties
I
ak. I Cancel

Note: You may want to block access to cubes that will not be used by your entity to prevent users from
seeing those cubes in the dropdown. For example, the Employee Benefits cube is only usable when
Benefits Administration is licensed in HR. This cube will be empty if Benefits Administration is not used.
Likewise, the Projects cube and Government Reporting cubes would be empty if Project Accounting and
Government Reporting are not licensed.
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Cell Data

This section is used to restrict access to specific data within the cube. This is done primarily through
defining Multidimensional Expression (MDX) queries, which is out of the scope of this basic guide. The
default settings can be left in place.

#9 Create Role

Select

1 General

[ Membership

[ Data Sources
& Cubes

[ Cell Data

& Dimensions

2 Dimension Data
12 Mining Struchures

Server
localhost

Cohnection;
LOGOSSDE 2N dministrator

4¢ View connection properties

;S Script - m Help

Cube: General Ledger

Annual Budgeting
[ Enable read pe &P Invoice
Azgety

&llow reading of cofContracts

Government Reporting
Irventary
Mizcellaneous Biling
Purchazing

Revenue Collection
Work Orders

[~ Enable read-contingent permissions

Allow reading of cell content contingent on cell securty:

[~ Enable readfwrite permizsions

Allow reading and writing of cube content:
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Dimensions

On the Dimension page, you can restrict access to entire dimensions by checking or unchecking the
appropriate checkboxes. The Select Dimension Set dropdown allows you to select specific cubes this

role has access to and restrict the appropriate dimensions.

Create Role
lectapa

2 General

12 Membership

1 Data Sources

ﬁ Scrpt - u Help

Select Dimengion Set:

General Ledger cube dim

14 Cubes
44 Cell Data . .
Eﬁ Dimensions DI;)T;;SEE:Name Irherit Access I;
oo .
Eﬁ Edlir:;;s;?uzﬂzs teasures Dimension Read
GL Account ¥ Read
Organization Set v Read
Joumal v Read
GL Date v Read
Journal Transactions Ird Read
Project Ird Read
Feporting Code Fow Ird Fead
Feporting Code Column Ird Fead
Feporting Header Ird Fead
Balance Sheet Joumnal Type ¥ Read
Dffzetting Org Set Ird Fead
Balance Maonths ¥ Read
Server; AP lhvoice v Fead
lncalhost AR lrevoice v Read
Connection: - Custorner ¥ Fiead
LOGOSSOE2 W Administrator Vendor v Fread
2{ View connection properties Purchase Order W Fead
Check Ird Fead
Receipt ¥ Read o
Ready Funding 5ourze Ird Fead
Project Journal v Read LI
aE. I Cancel |
A
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Dimension Data
This page allows for limiting specific data within a dimension. First, select the dimension from the
dropdown at the top of the page.

7 Edit Role - Restricted

Selecta page
22 General

% Membership

% Data Sources
A Cell Data

%A Dimensions

% Dimension Data
[ Mining Structures

Server:
localhost

Connection:
NWS\Edwards Michael

47 View connection properties

Progress
Ready

S5 Scipt ~ [ Help
Dimension: | LogosFM_Analytics. AP Invoice - Amount ;'
(% Basic £3) Advanced 1/ AP Invoice ftem ~
/2 AR Invoice
Attribute Hierarchy: /2 Bank Account
1/ Biling Code
® Select all members |/ Budget Details
1/ Collection Station
Manually deselect memt I/ Customer
New membets added to Z Date
level will be allowed. I Forecast Details
/. Fund
I/ GL Account
1/ Joumal
/2 Joumal Transactions
(O Deselect all members z Organization Set
Mool S s 1. Organization Stmc:tur%
o |
New members addedto | Iéfaymentﬁ i B E‘
level will be denied. <] m | [2]
I 0K I I % I

Allows access to all members cumrently in the dimension, and allows access to members
that are added to the topmost level after the role is defined. To deny access to any
member cumrently in the dimension, clear the comesponding check box.

I OK. IICalcell
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Next, select the attribute you would like to restrict. This will provide a list of actual data that can be

selected or deselected for this specific role.

¢ Edit Hole - Restricted

Selecta page
1 General

8 Seipt - [ Help

1 Membership

1 Data Sources
1 Cubes

124 Cell Data

4 Dimensions

|2 Dimension Data
2 Mining Structures

Server:
localhost

Connection:
NW54Edwards Michael

i@ View connection properties

Ready

Dimension: I LogosFM_Anahtics Organization Set ;I
[ Basic @ Pndvanced|
Attribute Hierarchy: Full Org Set Code And Description

(%) Select all members

Manusalty deselect members to deny.

Mew members added to
level will be allowed.

() Deselect all members

Manually select members to allow.

MNew members added to
level will be denied.

Full Org Set Description
Function

Level 1

Level 2

Level 3

Level 4

Level 5

the top

Full Org Set Code And Description

the top

_IEEREREEEREE

&l

100703 - General Fund™Comn
100704 - General Fund™Munic
100705 - General Fund™City A
100706 - General Fund™City E
100707 - General Fund™Buildi
100708 - General Fund™Purck
100709 - General Fund™Flan (
10010 - General Fund™Boarc
100711 - General Fund™Puort £
10012 - General Fund®Inform

100713 - General Fund*Humz
AMA - Fanaral B nd*Rivard

B

Allows access to all members cumently in the dimension, and allows access to members
that are added to the topmost level after the role is defined. To deny access to any
member currently in the dimension, clear the comesponding check box.

0K

J [_cance
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The radio buttons can be used to toggle between selecting members to allow versus selected members
to disallow.

i #+ Edit Hole - Restricted

Selectapage ) .
2 Generl L5 seupt ~ [} Help
ﬁ Membership
&4 Data 5
g [hbaes e Dimension: | LogosFM_Analytics. Organization Set ﬂ
12 Cell Data :
[ Dimensions [ Basic @ Pndvancedl
% Dimension Data
g Mining Structures Attribute Hieranchy: | Full Org Set Code And Description Ii-l
s
O Select all members Al g

100 - General Fund

100701 - General Fund“Mayor
100701*13°4001°501°601 - Gene
100702 - General Fund™Clerk - Tr

Manually deselect members to deny.
Mew members added to the top
level will be allowed.

100703 - General Fund™Commaon |
100704 - General Fund“Municipal
100705 - General Fund™City Attorr
100706 - General Fund™City Engir
100707 - General Fund™Building, |
100708 - General Fund™Purchasir
100709 - General Fund™Flan Com
10010 - General Fund*Board Of

(#) Deselect all members

Manually select members to allow.

New nerber e o o5
level will be denied.

Server:

localhost 10011 - General Fund*Port Authe
10012 - General Fund®Informatio

Connection:

10013 - General Fund*Human R
A4 - Fanaral B nd*Bissadhe ot
1 | (2]

MWS Edwards Michael
_.!j View connection properties

&7
&
F 10000000000 0EREO

Denies access to all members cumently in the dimension, and denies access to members

that are added to the topmost level after the role is defined. To allow access to any

member cumently in the dimension, select the comesponding check box.
Ready

[ ok || Ccancel
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Mining Structures
This page can be left as-is. Mining models are not currently used in DSS, and we will address this in
future versions as this feature is built-out.

| #7 Create Role

Selecta page
12 General
2 Membership
|2 Data Sources
ﬁ Cubes Mining Structures:

ﬁ Cell Data Mining Structure Mame Access Drrll Through Read Definition
|# Dimensions

ﬁ Dimension Data
f<ad Mining Structures

8 Seript ~ [ Help

4 I
Mining Madels:
Mining Madel Name Access Drrll Through Read Definition

s

Server:
EDWARDSMICHAEL

Connection:
NWS"Edwards Michael

2 View connection properties

Re
ady £ I

"For more information, visit http://technet.microsoft.com/en-us/library/ms189696.aspx for documentation from
Microsoft on the Role Designer interface.
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